Groupama

JACTPAXOEAHE

‘HVITVIKA 3A 3ALLUTA HA NUYHUTE OAHHU HA
»PYMAMA 3ACTPAXOBAHE” EAQ U
»PYMAMA XXUBOTO3ACTPAXOBAHE" EA[]

|. BBBEAEHUE U LEN

BawmTata Ha u3nyeckute nMua MO OTHOLIEeHWEe Ha
o6paboTBaHETO Ha NNYHM AaHHW € OCHOBHO Npaso, NpeaBuaeHo
B XapTaTa Ha OCHOBHUTE npasa Ha EBponenckusi cbios.

Mopagn pasHooGpa3neTro Ha pJenHocTute cu, [pynama
3actpaxoBaHe EA[ wu Tlpynama >wusotosactpaxoBaHe EA[
obpaboTBaTt pasnuyHM BUAOBE MMYHU OaHHM 3a LUMPOK CNEKTbP
oT uenn. B koHTekcta Ha Pernament (EC) 2016/679 Ha
EBponenckus napnameHtT n Ha CbBeta ot 27 anpun 2016 r.
OTHOCHO 3almTara Ha du3nyeckuTe nvua BbB Bpb3ka C
06paboTBaHETO Ha fMYHM [OaHHM U OTHOCHO CBOOOAHOTO
OBWXEHNe Ha TakMBa [OaHHM W 3a OTMsiHa Ha [upekTuBa
95/46/EO (O6Ly, pernameHT OTHOCHO 3aluMTata Ha OaHHUTe,
HapuyaH no-gony ,GDPR®), Bcsiko oT gpyxecTBarta AevicTBa B
Ka4ecTBOTO Ha AAMUHUCTPATOP Ha NMUYHW JAHHW MO OTHOLLEHNE
Ha N3BbPLLBAHUTE OT HEro AeMHOCTY.

Cb3HaBaliku BaXHOCTTa Ha 3aliMTata Ha JUYHWUTE [daHHW,
Ipynama 3acTtpaxoBaHe EA[] n Mpynama >KuBoTtosacTtpaxoBaHe
EAL ce cTpemaAT ga rapaHTUpaT CnasBaHETO Ha OCHOBHUTE
npaea u cBobogyM Ha BCUYKM nuua — CyOeKTM Ha [aHHW,
Hes3aBMCMMO  danuM  ca  KIMeHTW,  notpebutenu  Ha
3acTpaxoBaTenHun yCnyru, CnyXutenu, NpeacTaBuTenmu unv nuua
332 KOHTaKT Ha MapTHbOPW W AOCTaBYMUM Ha ycnyru. Hue
npegnpyemMame  BCUYKM  HEOOXOOUMM  TEXHUYECKM U
OopraHu3aLMoHHU MepkKM 3a 3awmTa Ha Balwarta noBepuTenHocT,
B CbOTBETCTBME C BUCOKUTE CTaHOAPTU U MPUHLMMKN, HA KOUTO
pynata Groupama ce nog4yvHsBea.

B T031 KOHTEKCT, HacToswWwaTa MNonuTrka 3a 3awmTa Ha NMYHUTe

[aHHM UMa 3a Uen Aa ocurypu mbfiHa npo3payHocT U ga Bu

npenocTaBn sicHa MHopPMaLmns OTHOCHO:

= KakBu ca BawwuTe npaBa kato cybeKkTu Ha AaHHu;

= OCHOBHWTE MPUHLMMAM U MNpaBunia, KOUTo npunarave, 3a ga
3awmTtum Bawara nHgopmauus;

= @HraXwMeHTMTe U OTroBOpHOCTMTE  Ha  [pynama
3acTtpaxoBaHe EA[l n Npynama XXnBoto3actpaxoBaHe EALL
npu ynpaeneHneTo Ha BalumTe gaHHW.

Il. OBLLUY PA3MNOPEOBU
1.  OmHocumu HopMamueHU U3UCKeaHUusl

Monutukata oTpassBa u3uckeaHusTa Ha Pernmament (EC)
2016/679 Ha EBponeiickusa napnameHT u Ha CbBeTa oT 27 anpun
2016 r. OTHOCHO 3awmTaTa Ha pm3nyecknTe nuua BbB Bpb3Ka C
06paboTBaHETO Ha JWYHM [OaHHW W OTHOCHO CBOGOAHOTO
[OBWXEHME Ha TakMBa AaHHM 1 3a OTMsAHa Ha OupekTtnea 95/46/EO
(O6Lw, pernameHT OTHOCHO 3awmMTaTa Ha [JaHHUTE), KOWTO
pernaMeHT € MpUINoXMM BbB BCUYKM ObpPXKaBW UYIEHKU Ha
EBponerickusa cbto3 ot 25 man 2018 . Ypenbata 3a 3awmrta Ha
NMYHUTE OaHHM e Jopas3BuTa Ha HalMOoHarHoO HMBO B 3aKOH 3a
3aWmMTa Ha  NUYHWTE  OaHHW,  KOWTO  pernameHTupa
06paboTBaHETO Ha NWYHM [aHHM Ha GU3NYeckn nvua oT
agMuHUCTpaTopu 1 06paboTBaLLM NMUYHN AAHHU Ha TepuTopuaTa
Ha Penybnuka bbnrapus.

"GROUPAMA ZASTRAHOVANE" EAD AND

’ PERSONAL DATA PROTECTION POLICY OF
"GROUPAMA ZHIVOTOZASTRAHOVANE" EAD

|. INTRODUCTION AND PURPOSE

The protection of natural persons in relation to the processing of
personal data is a fundamental right enshrined in the Charter of
Fundamental Rights of the European Union.

Due to the diversity of their activities, Groupama Zastrahovane
EAD and Groupama Zhivotozastrahovane EAD process various
types of personal data for a wide range of purposes. In the context
of Regulation (EU) 2016/679 of the European Parliament and of
the Council of 27 April 2016 on the protection of natural persons
with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC
(General Data Protection Regulation, hereinafter referred to as
"GDPR"), each of the companies acts as a Data Controller in
relation to the activities it performs.

Recognizing the importance of personal data protection,
Groupama Zastrahovane EAD and Groupama
Zhivotozastrahovane EAD strive to ensure compliance with the
fundamental rights and freedoms of all individuals — data subjects,
whether they are clients, users of insurance services, employees,
representatives, or contact persons of partners and service
providers. We implement all necessary technical and
organizational measures to protect your privacy, in accordance
with the high standards and principles adhered to by the
Groupama Group.

In this context, this Personal Data Protection Policy aims to

ensure full transparency and provide you with clear information

regarding:

= what your rights as data subjects are;

= the fundamental principles and rules we apply to protect your
information;

= the commitments and responsibilities of Groupama
Zastrahovane EAD and Groupama Zhivotozastrahovane
EAD in the management of your data.

Il. GENERAL PROVISIONS
1. Applicable regulatory requirements

This Policy reflects the requirements of Regulation (EU) 2016/679
of the European Parliament and of the Council of 27 April 2016
on the protection of natural persons with regard to the processing
of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection
Regulation), which has been applicable in all Member States of
the European Union since 25 May 2018. The regulatory
framework for personal data protection is further developed at the
national level in the Personal Data Protection Act, which regulates
the processing of personal data of natural persons by data
controllers and data processors within the territory of the Republic
of Bulgaria.
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2. [fegpuHuyuu

2.1. JInyHn gaHHn

Bcska uHdopmaums, otHacswa ce Ao dusmdecko nuue (cybekt
Ha [daHHW), unaeHTuuUMpaHo wnu Bb3MOXHO pfa 6Obae
NOEHTUMLUMPAHO MPSIKO WKW HEMpSsiKo, KaTo ce Mo3oBaBa Ha
NOEHTUVKALUMOHEH HOMeEp WM Ha eguH  unu - noBeve
cneunduryHn enemenTa (Hanpumep damunus, cobcTBeHO nMe,
BCEKW HaUMoHaneH naeHTudukaunoHeH Homep, email agpec, IP
agpec, rnac, CHUMKa, AaHHW 32 MeCTOMOMNOXEHNETO U Ap.).

2.2. ObpaboTBaHe Ha faHHW

Bcsika onepaumsi unu Habop OT onepaumu, BKIKOYBALLM JMYHM
OaHHW, He3aBMCUMMO OT M3MOM3BaHWs MeTod WM CPeacTBo
(aBTOMaTM3MpaHo 06paboTBaHe Ha MUYHW  JdaHHU UK
HeaBTOMaTM3nMpaHo  obpaboTBaHe Ha  NUMYHWM  [aHHW),
BKIIOYUTENHO cbbupaHe, 3anuceaHe, opraHusupaHe,
CTPYKTypVpaHe, CbXpaHeHue, agantupaHe Wnum MnpoMsiHa,
U3BMMYaHe, KOHCynTMpaHe, ynoTpeba, paskpuBaHe uypes3
npegaBaHe, pasnpoCcTpaHsiBaHE WM APYr HauuH, MO KOWTO
[aHHWTe cTaBaT [OCTbMHW, NOApexXAaHe WnM KOMOMHMpaHe,
orpaHv4aBaHe, U3TPMBaHE UMK YHULLOXaBaHe Ha OaHHW.

2.3. ADMVHMCTPATOP Ha NINYHW AaHHW

®dusnyecko WUnn pPUONYECKO NnLe, KOETO € €AWMHCTBEHO WK
CbBMECTHO OTFOBOPHO 3a onpefensHe Ha uennte 1 cpeacreara
3a obpaboTBaHe Ha gaHHW. Bcsiko eaHo oT apyxecteata [pynama
3acTtpaxoBaHe EA[] n lpynama >usotosactpaxoBaHe EA[ e
aQMUHUCTPATOP Ha NUYHM JaHHM U 06paboTBa NMUYHU OaHHW Ha
CBOMTE KOHTpareHTW, Kato B HAKOW criyqam obpaboTtsa nuyHUTe
OaHHW 3aedHO € ApYrY aAMUHUCTPATOPUM Ha FMWMYHU OaHHU
(CbBMECTHU afMUHMCTpaTOpW) Mnn 4Ype3 obpaboTealiy NUYHK
OaHHW.

2.4, ObpaboTBaLy, NMNYHN AaHHN

dusmyecko mnu pUaMYEcKo nuue, koeto obpaboTBa NNYHM
[aHHU OT UMETO Ha agMUHMCTpaTopa Ha NUYHU AaHHu. Besko
efHo oT gpyxectBarta pynama 3acTtpaxoBaHe AL u pynama
YKuBoTosacTpaxoBaHe EA[l e obpaboTBal, NUYHU AaHHWM OT
VUMETO Ha APYroTo APYXXeCTBO - aAMUHUCTPATOP Ha NMUYHU SAHHW
Ha GasaTta Ha pgoroBop 3a cnogeneHa WT uHdpacTpykTypa u
nepcoHan.

2.5. OpraH 3a 3aluTa Ha NIMYHUTE AaHHU

HaunoHaneH HesaBMCMM oOpraH, OTIOBOPEH 3a HaAsopa Ha
cnasBaHeToO Ha pasnopeabuTe 3a 3awmTa Ha NUYHUTE OaHHW.
Komucusta 3a sawumrta Ha nuyHuTe aaHHu (K3J10) ocbLyecTesBa
He3aBWCMMUS HaQ30p 3a ChasBaHeTo Ha pasnopegbute 3a
3alimTa Ha NnuYHUTe gaHHn B Penybnuka bBenrapus.

2.6. INbXXHOCTHO N1LE NO 3allMTa Ha JaHHUTEe

Jlnue, HasHayeHO OT agMUHWUCTpATOpa Ha JIMYHW OaHHU Bb3
OCHOBa Ha npodecuoHanHa KOMMETEHTHOCT U MO3HaBaHe Ha
BbMNPOCUTE, CBbP3aHM CbC 3almTata Ha JIMYHUTE [daHHW,
cbbniofaBallo CbOTBETCTBMETO MPY YNPABMNEHNETO Ha NUYHUTE
[aHHW C yCTaHoBeHaTa HopmaTtuBHa pamka. 3a [AnbXHOCTHO
nvue no 3awmta Ha NUYHUTE AaHHW CbOTBETHO Ha [pynama
3acTtpaxoBaHe EA[] n lpynama >KusotosactpaxoBaHe EA[ e
onpegeneH KOpUCKOHCYNT — KOpnopaTMBHO yrpasrieHune.

2.7. OTroBOpHUK Mo MHOPMaLMOHHA CUTYPHOCT

OTroBOPHUKBLT MO  MHGOpPMaLMOHHA CcuUrypHocT Ha [pynama
3actpaxoBaHe EA[ n lpynama XXuotosactpaxoBaHe EA[
(ISO) oTroBapst 3a curypHocTTa Ha MHPOPMaALMOHHUTE CUCTEMMU
B paMKWTe Ha ABETe ApYXecTBa. Ta3n pyHKLUMS ce U3NMbIHsBa OT
CMYXMTEN OT HanpasreHne TeXHONOrMm n AurnTanHu onepauum
W NpeAcTaBnsBa pbKOBOAHA ANTBXHOCT MO CMUCHAA Ha yn.85 ot
Kopexkca 3a 3actpaxoBaHeTo.

2. Definitions

2.1. Personal Data

Any information relating to a natural person (data subject),
identified or identifiable, directly or indirectly, by reference to an
identification number or to one or more specific factors (e.g.,
surname, first name, any national identification number, email
address, IP address, voice, photograph, location data, etc.).

2.2. Data Processing

Any operation or set of operations involving personal data,
regardless of the method or means used (automated or non-
automated processing of personal data), including collection,
recording, organisation, structuring, storage, adaptation or
alteration, retrieval, consultation, use, disclosure by transmission,
dissemination or otherwise making available, alignment or
combination, restriction, erasure or destruction of data.

2.3. Data Controller

A natural or legal person which is solely or jointly responsible for
determining the purposes and means of data processing. Each of
the companies Groupama Zastrahovane EAD and Groupama
Zhivotozastrahovane EAD is a data controller and processes the
personal data of its counterparties, in some cases processing
personal data together with other data controllers (joint
controllers) or through data processors.

2.4. Data Processor

Anatural or legal person which processes personal data on behalf
of the data controller. Each of the companies Groupama
Zastrahovane AD and Groupama Zhivotozastrahovane EAD acts
as a data processor on behalf of the other company - in its
capacity as a data controller - based on an agreement for shared
IT infrastructure and personnel.

2.5. Data Protection Authority

A national independent authority responsible for supervising
compliance with data protection regulations. The Commission for
Personal Data Protection (CPDP) carries out independent
supervision over compliance with data protection regulations in
the Republic of Bulgaria.

2.6. Data Protection Officer

A person appointed by the data controller based on professional
competence and knowledge of data protection matters,
monitoring compliance in the management of personal data with
the established regulatory framework. The Legal Adviser —
Corporate Governance is appointed as the Data Protection
Officer for Groupama Zastrahovane EAD and Groupama
Zhivotozastrahovane EAD, respectively.

2.7. Information Security Officer

The Information Security Officer (ISO) of Groupama
Zastrahovane EAD and Groupama Zhivotozastrahovane EAD is
responsible for information systems security within the two
companies. The role is held by an employee from the Technical
and Digital Operations Division and constitutes a managerial
position within the meaning of Art. 85 of the Insurance Code.
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3. [puHyunu

OGLL[I/ITe NpuHUMNKU 3a 3alUnTa Ha NMYHUTEe JaHHU npeacTaBnaBaT
N3NCKBaHUS, KOUTO TPsSIOBa Aa GbaaT M3NbHEHWU, Npean Aa ce
M3BbLPLUM BCSIKO 06paboTBaHE Ha NMUYHWU OaHHW, Ja ca Hanuue
npu camoTto obpaboTBaHe, KakTO M Mpu BCSAKO cregsallo
n3MeHeHne Ha ToBa obpaboTBaHe.

pynama 3acTtpaxosaHe EA[ n lpynama >KuBoTO3acTpaxoBaHe
EAL n BCUYKM TEXHW CBBMECTHU aAMUHUCTPATOPU Ha JNUYHU
[aHHM TpsibBa Aa 6baaT B CbCTOSHME Aa AEMOHCTPMPAT M0 BCAKO
BpeMe npeanpueTute MepkuM 3a crasBaHe Ha pasfnuyHuTe
N3NCKBaHWUS 3a 3aluMTa Ha fIMYHUTE JaHHN.

[MpyvHUMNUTE Ha 3aWmMTa Ha NUYHUTE JaHHW ce B3emar npeasug
OT eTana Ha npoekTupaHe Ha BCsAKO obpaboTBaHe Ha AaHHW,
KaKTo 1 no noapasbupaHe.

3.1. 3akoHoCHL0b6pa3HoCT, 4OOPOCHBECTHOCT U NPO3PaYHOCT
JInyHnTe gaHHM ce cbbupaT 4OOBPOCHBECTHO, 3aKOHOCHOOPA3HO
N NPO3payHO 3a KOHKPETHMW, U3PUYHM W 3aKOHHU LENn U He ce
obpaboTBaT MoBeve MO Ha4MH, KOWTO € HECbBMECTMM C Te3u
uenn. [JaHHuTe ce obpaboTBaT 3aKkoHOCHLOOPA3HO, Korato e
Hanuvue npaBHO OCHOBaHue 3a obpaboTBaHeTo. OCHOBaHMsATa 3a
obpaboTBaHe Ha gaHHWTE ca onpegenenu B un. 6 ot GDPR. B
Mo-LUMPOK CMUCHI AaHHWUTe ce obpaboTBaT 3akoHOCBHOGPa3HO
npv nNpunaraHe Ha BCUYKU OBLLM NPUHLMMN.

[NaHHnTe ce cbbupaT [oOpPOCHLBECTHO M MNPO3payHo, KoraTo
cybekTuTe Ha [JdaHHM ca MWHPOPMUPaHM 3a W3MNON3BaHOTO
obpabotBaHe Ha [AdaHHM (Uenw, nonyyaTenu, nepuoan Ha
CbXpaHeHVe Ha JaHHU U T.H.) 1 3a TOBa Kak Te MoraT Aa ynpaxHsaT
npaeara.

CybekTuTe Ha AaHHu Tpsbea ga 6baat MHopMUpaHn no To3m
HauuH UM No BPEMETO, KoraTo ce cbompaTt AaHHW, UNu B pa3yMeH
CpPOK B cryyail Ha Henpsiko cbbupaHe (OaHHW, KOWTO He ce
cbbupat OnpekTHo oT cybekTa Ha JaHHWUTeE). PasymMHUST cpok 3a
yBegoMsiBaHe Ha cy6ekTuTe Ha JaHHWM B cllyyauTe Ha Henpsiko
cbbupaHe He MOXe Aa HaaXBbPIs eaviH Mecel,.

3a ga ce ocurypu, HagnexHoTo nHpopMupaHe Ha cybekTuTe Ha
OaHHM gopu B cnyydanTe no yn.14, naparpad 5 (6) ot GDPR -
KoraTo NpefoCTaBsSHETO Ha TakaBa MHMOPMaLMs Ce OKaxe
HEBb3MOXHO MNM M3UCKBA HECbpPa3MepHO TofiemMu ycunus, ce
ocurypsiea nybnuyeH JocTbn 40 uHdopmaumsTa.

3.2. OrpaHnyeHune Ha uenuTe

[aHHnTe ce cbbupaT caMo 3a KOHKPETHU U3PUYHO yKasaHu U
NerMTUMHM ~ Uenu, Kato He Cce [ofnycka Mo-HaTaTbLUHO
obpaboTBaHe Mo Ha4nH, HECHBMECTUM C MbpBOHAYaNHUTE LiENK.

3.3. CeexxagaHe Ha faHHUTe 40 MUHUMYM

JIn4HWTE OaHHU ca NOAXOAALLM, CBbP3aHN CbC U OrpaHUYeHn ao
Heobxo4MMOTO BbB Bpb3Ka C Lenute, 3a kouTo ce obpaboTear
(MbpBOHaYanH1TE ¥ CbBMECTUMUTE NocreaBaLun Lenm).

3.4. ToyHOCT

JInyHnTe paHHM TpsibBa ga ObgaT TOYHM W Oa ce noagbpxart
akTyanHu. TpsibBa fa ce B3eMaT Mepku, 3a fa ce rapaHtupa, ve
NUYHUTE [aHHW, KOMTO ca HETOYHW, KaTo ce umaT npeasua
uenuTe, 3a KOUTO ce obpaboTeaT, ce Kopurnpat unu 3anuyasat
He3abaBHoO.

3.5. OrpaHunyeHre 3a cbxpaHeHue

JInyHUTEe [aHHM MoraT [fga Ce CbXpaHsiBaT He rMoBeye OoT
HeobOXxoaAMMOTO 3a LUenuTe, 3a KouTo ce obpaboTeaTt, B
CBHOTBETCTBUE C NPUIOXMMOTO 3aKOHOAATENCTBO. Korato Beye He
e Heobxogmmo, Te TpsibBa fda Obae aHOHWMU3WPaHU WK
YHULLIOXKEHW.

CybeKTuTe Ha JaHHM ca MHOPMUPaHK 3a Nepuoga, 3a KOWTo ce
CbXpaHsiBaT [AaHHUTE MM (MMM 3a KpUTEepumUTe, MO3BOSISIBALLM
onpeaensiHeTo Ha nepuoaa).

3. Principles

The general principles of personal data protection constitute
requirements that must be met before any processing of personal
data is carried out, shall persist during the processing itself, as
well as during any subsequent modification of that processing.

Groupama Zastrahovane EAD and Groupama
Zhivotozastrahovane EAD, along with all their joint data
controllers, must be able to demonstrate at all times the measures
taken to comply with the various data protection requirements.

The principles of data protection shall be taken into account from
the design stage of any data processing (privacy by design), as
well as by default (privacy by default).

3.1. Lawfulness, Fairness, and Transparency

Personal data shall be collected fairly, lawfully, and transparently
for specified, explicit, and legitimate purposes and shall not be
further processed in a manner incompatible with those purposes.
Data is processed lawfully when there is a legal basis for the
processing. The grounds for data processing are defined in Art. 6
of the GDPR. In a broader sense, data is processed lawfully when
all general principles are applied.

Data is collected fairly and transparently when data subjects are
informed about the data processing used (purposes, recipients,
data retention periods, etc.) and how they can exercise their
rights.

Data subjects must be informed in this manner either at the time
the data is collected or within a reasonable timeframe in case of
indirect collection (data not collected directly from the data
subject). The reasonable period for notifying data subjects in
cases of indirect collection shall not exceed one month.

In order to ensure that data subjects are duly informed, including
in the cases referred to in Article 14(5)(b) of the GDPR - where
the provision of such information proves impossible or would
involve a disproportionate effort - the information shall be made
publicly available.

3.2. Purpose Limitation

Personal data shall be collected for specified, explicit and
legitimate purposes and not further processed in a manner that is
incompatible with those purposes.

3.3. Data Minimization

Personal data shall be adequate, relevant, and limited to what is
necessary in relation to the purposes for which they are
processed (the original and compatible subsequent purposes).

3.4. Accuracy

Personal data must be accurate and kept up to date. Measures
must be taken to ensure that personal data which is inaccurate,
having regard to the purposes for which it is processed, is erased
or rectified without delay.

3.5. Storage Limitation

Personal data may be kept for no longer than is necessary for the
purposes for which it is processed, in accordance with applicable
legislation. When no longer necessary, data must be anonymized
or destroyed.

Data subjects are informed of the period for which their data is
stored (or the criteria used to determine that period).
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3.6. LisnocTHOCT 1 NnoBEpUTENHOCT

[apaHTMpaHe Ha MOOXOASLIO HWBO HAa CUTYPHOCT Ha NUYHUTE
OaHHW M npunaraHe Ha  MOAXOASLWM  TEXHUYECKM wn
opraHu3auuoHHM Mepku. Bsematr ce BcuukM  Heobxognmu
npeanasHyY Mepku ¢ ornef Ha Buaa AaHHW, obxBaTta, KOHTEKCTa,
LiefniTa U pUCKOBETE, CBbP3aHn ¢ 06paboTBaHETO 1 M3MON3BaHNTe
TexHonoruuM, 3a ga ce 3ana3u CUIypHOCTTa Ha [aHHuTe,
BKITIOYNTENHO NpeaoTBpaTsiBaHE Ha MNoBpeAa, W3TpUBaHe,
obpaboTBaHe 3a HenoaxoasLy Lenu Unu AOCTbN A0 AaHHW OT
HeynbfHOMOLLEHN TpeTu CTpaHu. ToBa € 3agbibkeHne Ha
agMuHUCTpaTopa Ha NUYHW JaHHUM U Ha BCUYKW M3MON3BaHu
obpaboTBally NUYHM AaHHW BriocneacTeue. AOMUHUCTPATOPbT
Ha NWYHKM JaHHW TpsibBa da rapaHTupa, Ye Bceku obpaboTsally
[aHHW npegnara 4oCTaTbyHM rapaHunmM OTHOCHO NpuaraHeTo Ha
NOOXOASALWM TEXHUYECKM W OpraHM3auMOHHW MepKW, 3a ga ce
rapaHTupa, 4e uUsnoTo obpaboTBaHe Ha AaHHW OTroBapsi Ha
AencTBalmMTe nNpaBHM U perynaTopHu M3NCKBaHUS 3a 3alumTa Ha
nuyHuTe paHHM.  ToBa  3agbikeHve cnegsa  ga  Gbae
dopmanmavpaHo B crnopasymeHue, CKIYeHo ¢ obpaboTBalums
[aHHWUTe, KaTo CbLIOTO He ocBObOXAaBa afMUHMCTpaTopa Ha
NMYHU OaHHW OT 3afbIDKEHUETO [a rapaHTupa, Ye MepkuTe ca
cnaseHu.

3.7. OTyeTHOCT

AOMUHMCTPATOPBLT Ha NUMYHM [daHHM cregBa pa Obae B
CbCTOSIHME Ha [JOKaxe MpuraraHeTo Ha MNpUHUMNUTE npeq
cybeKkTa Ha faHHW, KaKTo U npes HaA30pHUTE opraHn U ga Hocu
OTFOBOPHOCT 3a ChbLUUTE.

4. OcHoeaHus 3a o6pabomeaHe Ha JIUMHU OaHHU

O6paboTBaHETO Ha NNYHM JaHHWM € 3aKOHOCBHOOpasHO, ako e
Hanuue HAKoe OT crneaHuTe anTepHaTuBHU U paBHOMNOCTaBEHU
OCHOBaHWsI:

4.1. Cvrnacue

3a pa 6bpme nertuMmHO, cbrnacueTo TpsibBa ga oTroBapsi

€[IHOBPEMEHHO Ha BCEKM eAMH OT MOCOYEHUTE KPUTEPUN:

= [a e cBOGOAHO U3pa3eHo - He e AafeHO MOA HATUCK UMK
3annaxa oT HebnaronpusiTHW nocneauuy (Hamp. no-BMCoKa
LeHa Ha ycnyra, HepaBHOMOCTaBEHOCT npwv
B3aMMOOTHOLLEHWNETO C aAMUHUCTPATOPa Ha NUYHWU AAHHW);

= [a e KOHKPETHO - OTAENHO Cbrfacue 3a BCSKa KOHKPETHO
onpegerneHa Len, a Korato € OTHOCKMO - U 3a KOHKpEeTHa
KaTeropusi IMYHU OaHHU;

= [a e MHGOoPMUpaHO - 4AaAEHO Ha OCHOBATa Ha MbIlHa, TOYHA
1 NecHo pasbupaema nHgopmauus;

= [a e HeABYCMWCIEHO — He Ce M3BMMYa Wnu npegnonara Ha
OCHOBaTa Ha Apyru U3SIBNEHWS UK AeNCTBUS Ha NULETO;

= [a € W3PUYHO U3SIBMIEHME WM SCHO MOTBbPXKAABALLO
[OencTBue - Hanpumep ¢ oTbensisaBaHe Ha Hapo4Ha OTMeTKa,
ypes HaTuckaHe Ha onpeaeneH 6yToH 1 Apyru.

Cwrrnacue He e HeobxoaMMO 1 TO € HEBanuAaHO, a U3UCKBaHETO
My npeacTaBnsiBa NpekoMepHo o0bpaboTBaHe Ha LaHHW, KoraTto
OaHHUTe ce o6paboTBaT Bb3 OCHOBA Ha HSKOe OT Apyrute
OCHOBaHWs.

4.2. 3anbnHeHne Ha Joroeop

O6paboTBaHeTO € 3aKOHOCHOOPA3HO, ako:

= e Hanuue JOroBOPHO NPaBOOTHOLLEHWE 1 06paboTBaHETO Ha
JNINYHW OaHHM Ce OCbLLECTBSIBa BbB BPb3Ka C U3MbIHEHNE
Ha [JOrOBOPHO 3abIKEHNE;

= ca npeanpueTu NpPeaaoroBOPHM CTbLMKM OT CTpaHa Ha
cybekta Ha  gaHHM  (Hanp.  npegocTaBsHE  Ha
nepcoHanunampaHo npeanoxexHune 3a AaneH
npoagykT/ycnyra).

4.3. 3aKOHOBO 3abJKEHNE

O6wara uen Ha obpaboTBaHeTo creaBa Aa 6bae cnasBaHeTo Ha
NpaBHO 3adbJPKEHME, KOETO € pPasnMcaHO KOHKPETHO B
HaLUMOHAMHOTO  3aKOHOAATeNcTBO WM B MpaBOTO  Ha
EBponeinckus cbios.

3.6. Integrity and Confidentiality

Ensuring an appropriate level of security for personal data and
implementing appropriate technical and organizational measures.
All necessary precautions are taken, given the type of data,
scope, context, purpose, and risks associated with the processing
and the technologies used, to preserve data security, including
preventing damage, erasure, processing for inappropriate
purposes, or access by unauthorized third parties. This is an
obligation of the data controller, and all subsequently engaged
data processors. The data controller must ensure that each data
processor offers sufficient guarantees regarding the
implementation of appropriate technical and organizational
measures to ensure that all data processing meets the current
legal and regulatory requirements for personal data protection.
This obligation shall be formalized in an agreement concluded
with the data processor, which does not exempt the data
controller from the obligation to ensure that the measures are
complied with.

3.7. Accountability

The data controller shall be responsible for, and be able to
demonstrate compliance with the principles to the data subject as
well as to the supervisory authorities.

4. Legal Grounds for Processing Personal Data

The processing of personal data is lawful only if at least one of
the following alternative and equivalent grounds applies:

4.1. Consent

To be legitimate, consent must simultaneously meet each of the

following criteria:

= Freely given - not provided under pressure or threat of
adverse consequences (e.g., higher service price, inequality
in the relationship with the controller);

= Specific - separate consent for each specifically defined
purpose, and where applicable, for a specific category of
personal data;

= Informed - provided on the basis of full, accurate, and easily
understandable information;

= Unambiguous - not inferred or assumed based on other
statements or actions of the individual;

= Explicit statement or clear affirmative action - for example, by
ticking a specific checkbox, clicking a certain button, etc.

Consent is not required and is invalid - and requesting it
constitutes excessive data processing - when the data is
processed based on any of the other legal grounds.

4.2. Performance of a Contract

Processing is lawful if:

= a contractual relationship exists and the processing of
personal data is carried out in connection with the
performance of a contractual obligation;

= pre-contractual steps have been taken at the request of the
data subject (e.g., providing a personalized offer for a specific
product/service).

4.3. Legal Obligation
The overall purpose of the processing must be compliance with a
legal obligation specifically prescribed in national legislation or
European Union law.
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4.4, Y)Kn3HeHOBaXHW MHTepecu

O6bpaboTBaHeTo € HeobxogMmo, 3a [ga ObpaT 3aluTeHu
KM3HEHOBaXXHUTE WHTEpecu Ha cybekTa Ha AaHHUTe WK Ha
apyro gwusuyecko nuue. HacTosiloTo npaBHO OCHOBaHWE €
NPUNOXUMO B Hal-BUCOKa CTEMeH 3a cnewHata MeguumHcka
nomoLy, B criyyauTe korato TpsbBa ga ce obpaboTBaT NUYHM
[aHHM 32 MEAMUMHCKM LeNW, HO NULUETO He € B CbCTosiHME Aa
nage cbrnacue 3a obpaboTBaHeTo.

4.5. JlernTMMHU uHTEpEecH

O6paboTBaHeTo e Heobxooumo 3a LenuTe Ha nerntuMHuTe
WHTEPECU Ha agMUHMCTpATOpPa Ha NUYHWU OaHHW WM Ha TpeTta
CTpaHa, OCBEH KoraTo npef TakMBa WHTEPECH NpevMyLLecTBO
nmaT MHTepecuTe UNM OCHOBHUTE Npasa M cBoboau Ha cybekTa
Ha AaHHWUTE, KOUTO U3NCKBAT 3alluTa Ha NMYHUTE AaHHU

4.6. O6LLecTBEH NHTepec/odurumanH NpaBoMoLLNS
O6paboTBaHeTo € HeOOXOAMMO 3a M3MBbIHEHWETO Ha 3adadva oT
O6LLECTBEH MHTEPEC MMU MPU YMNPaXKHABAHETO Ha oduLMariim
NpaBOMOLLMS,, KOUTO ca NPeAoCTaBeHVW Ha agMMHUCTpaTopa Ha
TNYHW JaHHW.

5. MWHOueudyanHu npaea Ha cybekmume Ha OaHHU

Bcekn cyGekT Ha AaHHM, 4unTo AaHHM ce obpaboteat, uma
peouua npaea, kouTo TpsibBa [nda 6bgar cnaseHn oT
agMUHUCTpaTopa Ha NIYHU AaHHWU, @ UMEHHO:

5.1. MHpopmmpaHocT (4n. 13 n 14 ot GDPR)

[MpaBoTo Ha kpaTka, Npo3payHa, pasbrpaema 1 NecHo A4OoCTbIHA
nHdpopmaums 3a obpaboTBaHeTo, nMpeau TO Oa Ce Cry4u,
BKINHOYUTENHO M,CleHTMd)VILJ,Man.lM OaHHW Ha agMuHuUcTpartopa,
LienunTe 1 NpaBHOTO OCHOBaHWe 3a 06paboTeaHe, nonyyarenuTte,
HaMepeHWeTo Ha agMUHUCTpaTopa NUYHW OaHHW da npedage
NUYHMTE JaHHW Ha TpeTa cTpaHa (korato e MpUoXUMO); CPOK Ha
CbXpaHeHWe Ha NNYHM OaHHM, MHOopMaLMs 3a BCUYKM MpaBa,
KOMTO CyBeKkTbT Ha AaHHM MMa, NpaBo Ha anba 4o Hag30pHUS
opraH v gpyru.

5.2. Npaeo Ha goctbn (4n. 15 ot GDPR)

Cy6ekTbT Ha JaHHWTE 1Ma NpaBo Aa Nony4u oT agMUHMUCTpaTopa
Ha NWYHW [JaHHU NOTBbPXKAEHWe Janu ce obpaboTBar NUYHK
[aHHW, CBbpP3aHM C HEro, 1 ako ToBa € Taka, Aa MNony4u AoCTbM
[0 AaHHWUTe U MHopmaumsTa no un. 15, naparpac 1 n 2 ot
GDPR, kakTo 1 Aa nony4u Konue ot NMYHUTE AAaHHW B NPOLEC Ha
obpaboTBaHe, KOETO He Brnvsie HeGNaronpusiTHO BbPXy npaBaTta
1 ceoboauTe Ha Apyru nuua.

5.3. MpaBo Ha kopurupaHe (4n. 16 ot GDPR)

Cy6eKTbT Ha AaHHM MMa MpaBo Aa noucka oT agMuHUCTpaTopa
Ha NUYHM JaHHK Aa kopurupa 6e3 HeHyxHO 3abaBsiHe HETOUHUTE
NUYHM JaHHW, CBbp3aHu ¢ Hero. Kato ce umat npeasug Lenute
Ha 06paboTBaHETO CyOEKTHT Ha JaHHUTE MMa NPaBO HEMbIHUTE
NUYHM AaHHU Aa GbaaTt NombrHEHN.

5.4. MNpaBo Ha uatpuBaHe (NpaBo ,4a Obaell 3abpaseH”) (un. 17
ot GDPR)

Cy6eKkTbT Ha JaHHN MOXKe [ia Movcka U3TprBaHe, KoraTo NIMYHUTe
[aHHW NoBeYe He ca HeobxodMMU 3a LennTe, 3a KoUTo ca 6unm
cbbpaHu, cybeKTbT Ha JaHHWUTE OTTErNs CBOETO ChInacue, BbpXy
KOeTo ce ocHoBaBa 06pabOTBaAHETO Ha AaHHUTE U HsAIMa ApPYro
npaBHO OCHOBaHWe 3a 06paboTBaHETO, MUYHUTE AaHHWU ca Gunu
06paboTBaHN HE3aKOHOCHOOPA3HO 1 ApYrn.

5.5. MpaBo Ha orpaHn4aBaHe Ha obpaboTBaHeTo (4n. 18 or

GDPR)

Heobxoaumo e HannyneTo Ha KOHKPETHU YCIOBUS KaTo:

= TO4YHOCTTa Ha NMUYHWUTE OaHHM ce ocropBa OT cybekTa Ha
daHHuTe. B TO3M  cnyyanm  orpaHuyaBaHeTo  Ha
obpaboTBaHETO € 3a CpoK, KOWTO Mo3BOMsiBa Ha
agMUHUCTpATopa Ha NWYHU OaHHW O3 NpOBepy TOYHOCTTa
Ha NMUYHWUTE JaHHW.

4.4. Vital Interests

Processing is necessary to protect the vital interests of the data
subject or another natural person. This legal ground is most
applicable to emergency medical care, in cases where personal
data must be processed for medical purposes, but the person is
unable to provide consent for the processing.

4.5. Legitimate Interests

Processing is necessary for the purposes of the legitimate
interests pursued by the controller or by a third party, except
where such interests are overridden by the interests or
fundamental rights and freedoms of the data subject which
require protection of personal data.

4.6. Public Interest / Official Authority

Processing is necessary for the performance of a task carried out
in the public interest or in the exercise of official authority vested
in the controller.

5. Individual Rights of Data Subjects

Each data subject whose data is being processed has a number
of rights that must be respected by the data controller, namely:

5.1. Right to be Informed (Art. 13 and 14 of the GDPR)

The right to concise, transparent, intelligible, and easily
accessible information about the processing before it occurs,
including the identification data of the data controller, the
purposes and legal basis for processing, the recipients, the
controller's intention to transfer personal data to a third party
(where applicable), the data retention period, information on all
rights held by the data subject, the right to lodge a complaint with
a supervisory authority, etc.

5.2. Right of Access (Art. 15 of the GDPR)

The data subject has the right to obtain from the controller
confirmation as to whether or not personal data concerning them
are being processed, and, where that is the case, access to the
data and the information under Art. 15, para. 1 and 2 of the GDPR,
as well as to receive a copy of the personal data undergoing
processing, provided this does not adversely affect the rights and
freedoms of others.

5.3. Right to Rectification (Art. 16 of the GDPR)

The data subject has the right to obtain from the controller without
undue delay the rectification of inaccurate personal data
concerning them. Taking into account the purposes of the
processing, the data subject has the right to have incomplete
personal data completed.

5.4. Right to Erasure (Right to be Forgotten) (Art. 17 of the GDPR)
The data subject may request erasure when the personal data are
no longer necessary in relation to the purposes for which they
were collected, the data subject withdraws their consent on which
the processing is based and there is no other legal ground for the
processing, the personal data have been unlawfully processed,
etc.

5.5. Right to Restriction of Processing (Art. 18 of the GDPR)

Specific conditions must be met, such as:

=  The accuracy of the personal data is contested by the data
subject. In this case, the restriction is for a period enabling
the controller to verify the accuracy of the personal data.

=  The processing is unlawful, but the data subject opposes the
erasure of the personal data and requests the restriction of
their use instead.
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= O6paboTBaHETO € HEMPaBOMEPHO, HO CYBEeKTBT Ha AaHHUTE
He Xenae NMUYHUTe daHHW Aa 6bAaT M3TPUTK, a U3UCKBA
BMECTO TOBa OrpaHuyaBaHe Ha MU3Mon3BaHeTo UM.

= AAMUHWCTPATOPBLT Ha MUYHU JaHHU HE Ce HyxXadae nosedve
OT NMYHWTE [aHHWM 3a uenuTe Ha obpaboTBaHeTo, HO
CcybeKkTbT Ha [OaHHMTE M M3NCKBa 3a YCTAHOBSBAHETO,
YNPaXHSBAHETO UMW 3aluMTaTa Ha npaBHW NPETEHLUN.

= CybBeKkTbT Ha AaHHWTE e Bb3pa3un cpelly obpaboTBaHeTo B
ovyakBaHe Ha MpoBepKka [Adanv 3aKOHHWTE OCHOBaHWS Ha
agMuHUCTpaTopa Ha MWYHU OaHHW MMaT NpenMyLecTBo
npeg uHTepecute Ha cybekTa Ha AaHHuTe.

5.6. MNpaBo Ha npeHocnMocCT Ha AaHHuTe (4n. 20 ot GDPR)
Cy6eKTbT Ha OaHHUTe MMa npaBo Aa Mnonydyn NUYHUTE OaHHW,
KOWTO o 3acsiraT v KOUTO TOW e NpefocTaBui Ha aaMUHUCTPaTop
Ha JKWUYHU [OaHHWU, B CTPYKTypupaH, LWWUPOKO WU3Non3BaH WU
npurodeH 3a MallMHHO YeTeHe dopmaT M MMa npaBoTo Aa
NPEXBLPNN TE3U AaHHWU HA APYTr aAMUHUCTPATOP Ha NINYHU AaHHW
6e3 Bb3npensTcTBaHe OT aAMUHUCTPaTOpPa Ha NMUYHWU OaHHW, Ha
KOroTo NMYHUTE AaHHM ca NpeaoCcTaBeHn, korato obpaboTBaHeTo
€ OCHOBAHO Ha Cblflacue WM Ha [OroBOPHO 3afbilKeHue U
06paboTBaHeTO ce U3BbPLLBA NO aBTOMaTU3npaH HaunH. Korato
yrpaxkHsiBa NPaBOTO CU Ha MPEHOCUMOCT Ha [aHHUTE, CyOeKkTbT
Ha OaHHUTe MMa npaBo Ada nony4ym n Npdako npexeBbpridHe Ha
NIMYHUTE AaHHW OT €4UH agMWHUCTPATOP Ha JNIMYHU OaHHU KbM
OPYr, KOraTo ToBa € TEXHUYECKM OCbLLECTBUMO.

5.7. MNpaBo Ha Bb3paxeHue (un. 21 ot GDPR)
AOMVHACTPATOPBT Ha MUYHW JaHHW € ANbXeH Aa npekpaTtu
obpaboTBaHETO, OCBEH ako He [oKaxe, Ye CbluecTByBaT
ybeanTenHn 3akOHOBM OCHOBaHWMS, KOUTO UMaT NpeaMMCTBO Npes,
WHTepecuTe, Npaeara 1 cBoboanTe Ha cybekTa Ha AaHHuW, UK 3a
YCTaHOBSABAHETO, YMPaXHSIBAHETO WNM 3aluMTata Ha npaBHU
npeteHuumn. Mpu Bb3passiBaHe cpelly 06paboTBaHETO Ha NMUYHM
[aHHW 33 UenuTe Ha OUPEKTHUSI MapKeTuHr, obpaboTBaHeTo
cnenpa fia ce npekpaty HezabaBHO 1 6e3yCrnoBHo.

5.8. NpaBo Ha cybekTa Ha faHHK a He 6bae 00eKT Ha peLleHue,
OCHOBAaBaLLO Ce eAMHCTBEHO Ha aBTOMaTu3npaHo obpaboTsaHe,
BKMOUMTENHO npodunupane (4n. 22 ot GDPR)

5.9. MpaBo Ha 3awuTa no cbaebeH UM agMUHUCTPaTUBEH pef,
B CryYan Ye npasaTta Ha cybekTa Ha AaHHU ca Gunu HapyLueHu.

5.10. lMpaBoTo Ha o06e3lleTeHMe Ha BCAKO Iuue, KOeTo e
NPETbPNANO MaTepuanHu N HemaTepuanHy Bpeau B pesyntar
Ha HapyLLEeHMe Ha ropenocoYeHnTe pasnopeaou.

Ipynama 3actpaxoBaHe EA[] n pynama XXnBoTo3acTpaxoBaHe
EAL, cblecTByBaT BbTPELIHX npoueaypy 3a ynpasrneHne Ha
npoueca Ha WHdOpPMUpaHe Ha cybekTuTe Ha [AaHHu WU
obpaboTBaHe Ha TexXHUTE WCKaHWS B CbOTBETCTBME CbC
3aKOHOBUWTE M NOA3aKOHOBUTE pa3nopendu.

6. CneyuasiHu Kameeaopuu JIu4HU OaHHU

CbbupaHeTo 1 0bpaboTBaHETO Ha ONpeaerneHn KaTeropum NMyHu
OaHHU ca 3abpaHeHn (OTHAcAWWM ce OO0 PacoB UMM €THUYECKM
NpoM3xod,  MONMUTUYECKW  Bb3rneau,  PenuruosHu  Unm
dunocodckn yOexaeHUsl, YIEHCTBO B CUHAOMKATU, TEHETUYHMU
nnu 6I/IOMeTpV|‘-IHI/I OaHHW, TakmBa OTHOCHO 34paBeTo Wuin
CeKcyarHus XUBOT U CeKcyanHara opueHTaums 1 T.H.).

OcobeHo YyBCTBUTENHWTE AaHHW NPefCcTaBnsBaT BUCOK PUCK MO
OTHOLLEHWE Ha WHAMBMAYyanHWTe cBOGOAM M OCHOBHWTE Mpasa.
Chbllo Taka, CbLUECTBYBAT OFpaHUYEHWsi 3a CbOMpaHeTo Ha
[JaHHW, CBbpP3aHU C OCBbAWUTENHW MPUCBHAW W MPECTLMIIEHUS;
OpYyr1 BUOOBE AaHHW MoraT fja 6baaT orpaHuyeHn B 3aBUCHMOCT
OT MECTHOTO 3aKoHOAATenNcTBO. Mpy MHOTO OrpaHNYeHn YCroBws,
CTPVIKTHO OMpPEeAErNieHn OT PerynaTopHuTe pasnopendu, Moxe ga
6bAoe Bb3MOXHO fAa ce rnpemaxHe obuwarta 3abpaHa 3a
obpabotBaHe Ha TakMBa [JdaHHM  (M3PUYHO  Cbrnacue,

= The controller no longer needs the personal data for the
purposes of the processing, but they are required by the data
subject for the establishment, exercise, or defense of legal
claims.

= The data subject has objected to processing pending the
verification whether the legitimate grounds of the controller
override those of the data subject.

5.6. Right to Data Portability (Art. 20 of the GDPR)

The data subject has the right to receive the personal data
concerning them, which they have provided to a controller, in a
structured, commonly used, and machine-readable format and
has the right to transmit those data to another controller without
hindrance from the controller to which the personal data have
been provided, where the processing is based on consent or a
contract and the processing is carried out by automated means.
When exercising the right to data portability, the data subject has
the right to have the personal data transmitted directly from one
controller to another, where technically feasible.

5.7. Right to Object (Art. 21 of the GDPR)

The data controller shall no longer process the personal data
unless the controller demonstrates compelling legitimate grounds
for the processing which override the interests, rights, and
freedoms of the data subject, or for the establishment, exercise,
or defense of legal claims. Where personal data are processed
for direct marketing purposes, the processing shall be
discontinued immediately and unconditionally.

5.8. Right of the data subject not to be subject to a decision based
solely on automated processing, including profiling (Art. 22 of the
GDPR)

5.9. Right to judicial or administrative redress in case the data
subject's rights have been violated.

5.10. Right to compensation for any person who has suffered
material or non-material damage as a result of an infringement of
the aforementioned provisions.

Groupama Zastrahovane EAD and Groupama
Zhivotozastrahovane EAD have established internal procedures
for managing the process of informing data subjects and
processing their requests in accordance with statutory and
regulatory provisions.

6. Special Categories of Personal Data/ Sensitive Data

The collection and processing of certain categories of personal
data are prohibited (referring to racial or ethnic origin, political
opinions, religious or philosophical beliefs, trade union
membership, genetic or biometric data, data concerning health or
a person's sex life and sexual orientation, etc.).

Particularly sensitive data represent a high risk to individual
freedoms and fundamental rights. Furthermore, there are
restrictions on the collection of data related to criminal convictions
and offences; other types of data may be restricted depending on
local legislation. Under very limited conditions, strictly defined by
regulatory provisions, it may be possible to lift the general
prohibition on processing such data (explicit consent,
establishment, exercise, or defense of legal claims, public
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yCTaHOBSIBaHe, yNpaxHsiBaHe Uy 3aLumTa Ha NpaBHU NPeTEHLMN,
obLecTBeH MHTepec 1 T.H.). B Kogekca 3a 3acTpaxoBaHeTo uma
npeaBnaeHM 3aKOHOBM OCHOBaHMsi 3a obpaboTrBaHe Ha
YyBCTBUTEMHU MUYHWN JAHHWU B OrPaHUYeHn cryyau.

Ipynama 3acTtpaxoBaHe EA[ u 'pynama >XnBoTo3acTpaxoBaHe
EALl cnegat npynoXumMoTO 3aKoHOOATENCTBOTO 3a 3alimTa Ha
NWYHUTE [aHHW, 3a [a rapaHTupaTr CbOTBETCTBME, KaToO ce
ob6pblia cneunanHo BHUMaHWE Ha Te3n KaTeropmm SaHHW.

7. [lpexenpnsiHe Ha OaHHU 8 cmpaHu u3ebH EC

Ipynama 3actpaxoBaHe EA[l n pynama XnBoto3acTpaxoBaHe
EAL ca 6GasvpaHn B cTpaHa oT EBponeickus cblo3 U
crnepfoBaTefiHO rapaHTuMpar, 4e MNPexBbprsHETO Ha [daHHW B
ObpXxaBsa, KOATO He e YneH Ha EBponernckus cbios, € Bb3MOXHO
CaMO aKo Tasu AbpxaBa ocUrypsiea agekBaTtHO HMBO Ha 3aluuTa,
WM ako ca Hanvue noAXOoAsLWM MPaBHU rapaHuuMyM UMM ako
NPexBbPIISHETO Nonaga B MPUMOXHOTO Mofe Ha deporauuute,
paspeLleHn OT pernamMeHTuTe.

Korato agMUHMCTpaATOpPbT Ha JfUYHW  OaHHM  M3Monssa
ob6paboTBaLll, NMYHU AaHHW, agMUHUCTPATOPBLT HA NINYHU OaHHU
TpsibBa Oa nMpoBepy Oanv OaHHUTE ce MPEXBLbPAST B CTpaHa
n3BbH EBponenckusa cblo3 oT 06paboTBalLma Ha AaHHWU UK OT
KaKkBUTO U Ja € MOAM3MbIAHUTENU Ha obpaboTBaly Ha NUYHK
[aHHW, KOUTO camuaT obpaboTBall MOxe [fAa u3nona3ea, U
KOHTponupa Te3n TpaHcdepu B 3aBMCMMOCT OT AbpkaBaTa Ha
HanpasneHneTo.

lll. HAPYWWEHUA HA CUTYPHOCTTA HA NWYHUTE AAHHU

HapyweHne Ha curypHocTTa Ha JMYHUTE [LaHHW € BCSAKO
HapyLUeHWe Ha CUrypHocTTa, KOEeTO BOAM A0 CIyYyanHo Miu
HENpaBOMEpHO YHULLOXaBaHe, 3aryba, NpomsiHa, HepaspeLleHo
paskpuBaHe Unu AOCTLM 4O NWYHU LaHHW, KOUTO ce npeaasar,
CbXpaHsaBaT unm o6paboTear Mo Apyr HaumH.

B cnyyam Ha HapylueHVMe Ha CUIypHOCTTa Ha JINYHUTE [OaHHU
aAMUHUCTPATOPBLT Ha NUYHU OaHHW, 6e3 HeHyxHo 3abaBsHe U
KoraTo TOBa € OCbLLECTBUMO - He MO-KbCHO OT 72 Yaca crief kaTo
e pa3bparn 3a Hero, yBejoMsiBa 3a HapyLUEHWETO Ha CUTYPHOCTTa
Ha NMNYHNTE OaHHW HaO30pHUA OpraH 3a 3awuTta Ha Jn4HUTe
[aHHW, OCBEH aKO He CbLLeCTBYBa BEPOATHOCT HapyLUEHMETO Ha
CUIYpPHOCTTa Ha NWYHWUTE AaHHM [a NOPOAM PUCK 3a MnpasaTta U
cBoboauTe Ha hmandyeckuTe nuua.

O6paboTBalLMAT NUYHW AaHHWU YBEOOMsaBa agMUHUCTpaTopa Ha
MMYHU JaHHM 6e3 HeHyXHO 3abaBsiHe, cref kaTto ysHae 3a
HapyLlaBaHe Ha CUrypHOCTTa Ha MUYHU OaHHW.

Korato vMma BEpPOATHOCT HapyLIEHWETO Ha CUTypHOCTTa Ha

NMYHUTE AaHHW Aa NOPOAM BUCOK PUCK 3a npasaTa u ceoboauTe

Ha branYecknTe Nnua, aaMUHUCTPATOPBT Ha MYHU JaHHK, 6e3

HeHyxHo 3abaBsiHe, cbobllaBa Ha cybekTa Ha [OdaHHWTe 3a

HapyLUEeHMETO Ha CUrYPHOCTTa Ha NINYHMTE AaHHW. CbLLOTO He ce

U3UCKBA, aKo:

= aAMUHUCTPATOPBLT Ha NWYHU [daHHM e npeanpuen
Nnoaxodsly TEeXHUYECKM W OpraHM3auMOHHM Mepku 3a
3almMTa U Tesn Mepku ca BUnK MPUIIOKEHNU MO OTHOLLEHWE
Ha NWYHWTE [daHHW, 3acerHat OT HapylleHWeTo Ha
CUTYPHOCTTa Ha NUYHUTE AaHHM, MO-CreunanHo MepkuTe,
KOUTO MpaBAT NUYHWTE AaHHW HepasbupaemMu 3a BCAKO
Mue, KOeTo HsIMa paspelleHve 3a OOCTbM A0 TsX, KaTo
Hanpumep KpunTupaHe;

= aOMMWHUCTPATOPBLT Ha NWYHW OaHHW € B3es BrocrneacTeme
MEepKM, KOUTO rapaHTMparT, Ye Beye HsIMa BEPOSITHOCT Aa ce
maTepuanusnpa BUCOKUAT PUCK 3a NpasaTa u ceoboauTe Ha
cy6eKkTnTe Ha AaHHMK;

= T0 GM O0BENO OO0 HEMpOMNopLMOHANHU YCUMKSA; B TaKbB
cryyait ce npasu ny6rnmMyHo cboblieHne unv ce B3ema apyra

interest, etc.). The Insurance Code provides legal grounds for the
processing of sensitive personal data in limited cases.

Groupama Zastrahovane EAD and Groupama
Zhivotozastrahovane EAD monitor the applicable data protection
legislation applicable to ensure compliance, with special attention
paid to these categories of data.

7. Data Transfers to Countries Outside the European
Union

Groupama Zastrahovane EAD and Groupama
Zhivotozastrahovane EAD are based in an European Union
Member State and, therefore, ensure that the transfer of data to
a country that is not a member of the European Union is only
possible if that country provides an adequate level of protection,
or if appropriate legal safeguards are in place, or if the transfer
falls within the scope of the derogations permitted by the
regulations.

When the data controller engages a data processor, the data
controller must verify whether data is being transferred to a
country outside the European Union by the data processor or by
any sub-processors that the processor itself may use, and must
control these transfers depending on the country of destination.

lll. PERSONAL DATA BREACHES

A personal data breach means a breach of security leading to the
accidental or unlawful destruction, loss, alteration, unauthorized
disclosure of, or access to, personal data transmitted, stored, or
otherwise processed.

In the case of a personal data breach, the data controller shall,
without undue delay and, where feasible, not later than 72 hours
after having become aware of it, notify the personal data breach
to the supervisory authority, unless the personal data breach is
unlikely to result in a risk to the rights and freedoms of natural
persons.

The data processor shall notify the data controller without undue
delay after becoming aware of a personal data breach.

When the personal data breach is likely to result in a high risk to

the rights and freedoms of natural persons, the data controller

shall communicate the personal data breach to the data subject

without undue delay. Such communication shall not be required

if:

= the data controller has implemented appropriate technical
and organizational protection measures, and those
measures were applied to the personal data affected by the
breach, in particular those that render the personal data
unintelligible to any person who is not authorized to access
it, such as encryption;

= the data controller has taken subsequent measures which
ensure that the high risk to the rights and freedoms of data
subjects is no longer likely to materialize;

= it would involve disproportionate effort; in such a case, there
shall instead be a public communication or similar measure
whereby the data subjects are informed in an equally
effective manner.
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JACTPAXOEAHE

nogo6Ha Msipka, Taka ye cybekTuTe Ha JaHHW da Gbaar B
e[lHaKBa cTerneH e)eKTVBHO MHGOPMUPaHU.

Bcsko ot gpyxectBata pynama 3actpaxoBaHe EA[l n pynama

KnBoTosacTpaxoBaHe EA[l kaTto agMuUHUCTpaATOpU Ha NNYHK

OaHHM e OTFOBOPHO 3a YNpaBfieHWeTo Ha HapylleHusiTa Ha

CUTYPHOCTTa Ha NWYHWTE [daHHW W 32 YBEeOOMSIBAHETO Ha

Ha[30pHWSA OpraH 3a 3aluTa Ha NNYHUTE JaHHU 1 Ha cybekTute

Ha [JaHHW, KaTo 3a uenTa:

= ocurypsiBa CnocoBOHOCT 3a CBOEBPEMEHHO YCTaHOBSIBaHE U
OOKNafBaHe Ha HapyLleHUs Ha CUIypHOCTTa Ha NUYHUTE
OaHHu;

= rapaHTupa, 4ye B gJoroBopeHocTute ¢ ObpaboTealymTe NNYHU
OaHHW ca NpeaBUAeHW Knayau, NpeaBuxaally 3agbimKeHns
3a yBeIOMSABaHe Npu HapyLleHNe Ha CUrypHOCTTa Ha NNYHK
OaHHW B onpeferneH 3a ToBa CPOK, KakTo W npeanpuemaHe
Ha HeobxogMMuTe CTbMKW, C UEen HamansBaHe Ha

HebnaronpuATHUTE nocneauuu, nonpaesHe Ha
HapyLUEHWEeTO Ha CUTypHOCTTa U u3bsarsaHe Ha GbaeLum
HapyLIeHs;

= [OKyMeHTMpa obcToATencreara, CBbp3aHW C  BCSKO

HapylleHMWe Ha CUTYpHOCTTa Ha NUYHUTE OaHHU, TEXHUTE
nocneouuy ¥ BCUYKM MNPEANpPUeTM MEpPKU 3a TAXHOTO
OoTCTpaHsiBaHe;, Tasn [OKyMeHTauus cnedBa [na Obae
CbXpaHsiBaHa HaMNexHo;

= ako e HeoGxoduMmo, npepasrnexga CBOMUTEe OLEeHKM Ha
Bb34EVICTBMETO BbpXy 3aliMTata Ha [aHHuTe C  uen
HamassiBaHe Ha pucka OT HapyLUEeHUsi Ha CUrYpPHOCTTA.

IV. OCBEOOMEHOCT

Bewnuku cnyxutenn Ha Mpynama 3actpaxoBaHe EA[l n pynama
YKuBoTtosacTpaxoBaHe EA][] ce ofyyaBaT B CbOTBETCTBME C
aKkTyanHata HOpMaTvBHa pamka, ypexalla 3awmrara Ha
nMyHUTEe  daHHW. [loBMIWIABAHETO Ha OCBEAOMEHOCTTa U
obyyeHneTo OoNprHAcCAT 3a HamansiBaHe Ha pUCKoBeTe, KoraTo
ce naeHTMduuMpa YoBELLKUAT hakTop KaTo NnoTeHumaneH puck
(rpeLukn, HEBPEXHOCT, OTKIMOHEHO MOBEAEHNE) U [AeicTBa KaTto
CpeAcTBO 3a 3aluMTa Ha NUYHUTE AaHHK (NpuaobrBaHe Ha HaBuUK
Ha 6aMTenHoCT 1 cnocobHOCT Aa ce pearvpa nNpu HapyLLeHUs).

lModpobHa uHghopmayusi OMHOCHO KOHKpPemHume Kameaopuu
NIUYHU QaHHU, Koumo cbbupame, uenume Ha obpabomeaHe,
rnory4amenume U CPOKO8eme 3a CbXxpaHeHue, crieyuguyHU 3a
CbOMEEMHOMO  MPasoOMHOWEHUE,  We  OomKkpueme 8
YeedomneHusi 3a nosepumenHocm, OOCMBIHU Ha Hawus
yebcaum: www.groupama.bg.

Each of the companies Groupama Zastrahovane EAD and

Groupama Zhivotozastrahovane EAD, as data controllers, is

responsible for managing personal data breaches and for

notifying the supervisory authority and the data subjects, and in

this respect:

= ensures the capability to identify and report personal data
breaches in a timely manner;

= ensures that agreements with Data Processors include
clauses stipulating notification obligations within a specified
timeframe, as well as taking necessary steps to mitigate
adverse effects, remediate the breach, and prevent future
occurrences;

= document the circumstances relating to each personal data
breach, its effects, and any remedial action taken; this
documentation must be properly stored,;

= if necessary, reviews its data protection impact assessments
(DPIA) to mitigate the risk of security breaches.

IV. AWARENESS

All employees of Groupama Zastrahovane EAD, and Groupama
Zhivotozastrahovane EAD are trained in accordance with the
current regulatory framework governing personal data protection.
Awareness-raising and training contributes to risk reduction
where the human factor is identified as a potential risk (errors,
negligence, deviant behaviour) and act as a means of personal
data protection (developing a habit of vigilance and the ability to
react to breaches).

Detailed information regarding the specific categories of personal
data we collect, the purposes of processing, the recipients, and
the retention periods specific to the respective legal relationship,
can be found in the Privacy Notices available on our website:
www.groupama.bg.



